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A exploration of the potential of delay-coupled semiconductor lasers
for high-bit-rate random number generation and secure key
distribution

1. realization and characterization of delay-coupled semiconductor laser
configurations based on optical fiber setups

2. characterization and tailoring of dynamical and synchronization
properties of coupled laser configurations

3. realization of a random number generator based on coupled lasers

4. implementation of a secure key exchange protocol based on chaotic
lasers
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1. realization and
characterization of
delay-coupled
semiconductor laser
configurations based
on optical fiber
setups
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2. characterization and
tailoring of dynamical
and synchronization
properties of coupled
laser configurations

A 4-channel 16 GHz real-
time acquisition
A 30 GHz spectral and

14GHz real-time
spectral characterization

A highly resolved optical
spectra characterization
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To o

realization of a random
number generator based
on coupled lasers

analog (optical) chaos as
generator of randomness

NO recurrences

suitable / optimal
properties of complex
dynamics for Random
Number Generation?

A short correlations

A high entropy
A .2

Random Number Generation

LETTERS

Fast physical random bit generation with

chaotic semiconductor lasers

ATSUSHI UCHIDA'"** KAZUYA AMANO', MASAKI INOUE', KUNIHITO HIRANO', SUNAO NAITO',

HIROYUKI SOMEYA', ISAO OOWADA', TAKAYUKI KURASHIGE!, MASARU SHIKI',

SHIGERU YOSHIMORI', KAZUYUKI YOSHIMURA® AND PETER

n Laser 2 Laser1

DAVIS®

050

5L |—}|SL
~N Y
o

lectronic circuit

II
E
PO :
. ! Inputi
W B =H1 1-bit
. 150 '
o

F VA amp —H———— ADCI

|
E L ; Th
.-' i
g ! nputz
] R PR

1-bit
ADCZ

I-"‘ PR Y ' — ’_?ThE

XOR

"\
A

L Clock

output

______________ Stable

T

voltage

SOUrce generator

Clock

nature photonics| VOL 2| DECEMBER

208




ﬁ Random Number Generation
IFISC

A Comparison between a quantum and chaos approach
A ULB and VUB: Thesis Stephane Vanderminnen and Antoine Boyer (2007)

GGenerator based on QM GGenerator based on chaotic SLs
Principle White shot noise Chaotic dynamics of
from photodetection intensity time series
Advantages “True” randomness Optical and analog signal
Simple setup Flexible system
High bit rate Very high bit rate
Shortcomings | Presence of classical noise Precision required
Necessity of a bandpass filter
Bit rate 0.2 Gbit/s 1 Gbhit/s
Setup - Laser diode - Semiconductor laser
- Attenuator - Semi-transparent mirror
- Photodiode - Photodiode
- Amplifier - Comparator or A/D converter
- Filter
- Comparator
Results of tests | All tests passed All tests passed
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4. implementation of a secure key exchange protocol based on chaotic

lasers
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A onset of synchronization ~ delay time
A very fast resynchronization (<< delay times)
A offers the possibility to implement a key exchange system



